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SUMMARY OF
THE HIPAA PRIVACY RULE

Introduction The Standards for Privacy of Individuatly ldentifiable Health Information (,,privacy
Rule") establishes, for the first time, a set of national standards for the protection of
certain health information. The U.S. Department of Health and Human Services
("HHS") issued the Privacy Rule to implement the requirement of the Health
Insurance Portability and Accountability Act of 1996 (,HIPAA',). r The pri;u.tili;
standards address the use and disclosure of individuals' health information-called
"protected health information" by organizations subject to the privacy Rule - called
"covered entities," as well as standards for individuals'privacy righis to understand
and conhol how their health information is used. Within UgS, tlie Office for Civil
Rigltts ("oCR") has responsibility for implementing and enforcing the privacy Rlle
with respect to voluntary compliance activities and clvil money penalties.

A major goal of the Privacy Rule is to assure that individuals'health information is
properly protected while allowing the flow of health information needed to provide
and promote high quality health care and to protect the public's health and weli Ueing.The Rule strikes a balance that permits important uses of information, whiieprotecting the privacy of people who seek care and healing. Given that the health
care marketplace is diverse, the Rule is designed to be flexib-le and comprehensive to
cover the variety ofuses and disclosures that need to be addressed.

This is. a summary of key elements of the privacy Rule and not a comprete or
comprehensive guide to compliance. Entities regulaied by the Rule are oUtlateA iocomply with all of its applicable requirements anJ should not rely on this ,u111irury u,
a source of legal information or advice. To make it easier for entities to review thecomplete requirements of the Rule, provisions of the Rule referenced in uris summary
are cited in notes at the end of this document. To view the entire Rule, and for otheradditional helpful information about how it applies, see the ocR website:

and the Rule, the Rule governs. 
In the event of a conflict between this summary

Links to the oCR Guidance Document are provided throughout this paper. provisions
of the Rule referenced in_ this summary are cited in eidnotes at the end of thisdocument' To review the entire Ruie itself and for other additional helpfulinformation about how it applies, see the ocR website:

Statutory &
Regulatory
Background

The Health Insurance portability and Accountability Act of 1996 (HIPAA), public
Law 104-191, was enacted on August zr, 1996. seciions 261 through 264 of HIpAArequire the Secretary of HHS to publicize standards for the eleJtronic .-;h;fi;;p.ttuu:y and security of health information. collectively these are known as theAdminis trativ e Simp lifi caft on provisions.

HIPAA required the Secretary to issue nrivlcy regulations governing individually
iiacy tegislation within
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three years of the passage
legislation, HHS developed, a proposed rule and releasJd it for public comment onNovember 3, 1999. The Department received over 52,000 pruri" comments. Thefinal regulation, the privacy Rure, was published o."rrIriig,2boo.,

In March 2002, the. Department proposed and released for public cornmentmodifications to the Privacy Rule. The iepartment received over I1,000 comments.The final modifications were published in final form on Aug; 14,2002.3 A textcombining the final regulation and the modificationr 
"un 

U.'round at 45 cFR part160 and Part 164, Subparts A and E on the ocR website:

Who is
Covered by the
Privacy Rule

phvsicians, dentists and other practiti,onerg ai oenned bt M#"il;ff:#:lr::
paid for freafttr ca.".

The Privacy Rule, as weil as ail the Administrative Simplification rules, apply tohealth plans, health care clearinghouses, and to any health care provider whotransmits health information in electronic form in connection with transactions for*hi:.h the secretary ol HHq has adopted standards under Hpae (the ,,covered
entities"). For help in determining wheiher you are covered, use the decision toor at:

Health Plans. Individuar and groLrp_ prans that provide or pay the cost of medicaraarc are covered entities.o 
-Health prans include health,"dental, uirion,--uniprescription drug insurers, health mainienance organizations (,,HMos,,), Medicare,Medicaid, Medicarelchoice and Medicare suppreirent insurers, and long_term careinsurers (excluding nursing home fixeJ-indemnity policies). Health plans arsoinclude employer-spontoteJ group health plans, gou**.nt'and church-sponsoredhealth plans, and multi-employer hearth plans. There are exceptions_a group healthplan with less than 50 participants thatls administ"r.a ro-t-.tf[y the employer thatestablished and maintains the pran is not a covered entify. Two types of government_

*:*i*'::T:l:l?::l^I*p f,l""s: 1i; those ;i,;;. 
^p,i"iipur 

purpose is notproviding or paying the cost of health care such as the food rruo,fr"offi;:;:U;those progra*r *ho::.l,rf"ip1J activiry is directly providing hearth care, such as acommunity health center,s olqhe making of grants'to r""J'tn. direct provision ofhealth care' certain types of insurance 
"entitiis 

are also not t.urtn plans, including

;lli::,1||il',i:t?#y 
workers' compensation, automobl. inru.un"", and propert|

Health care providers. Every health 
.care provider, regardless of size, whoelectronically transmits health information in connection with-certain transactions, isa covered entity' These transactions include 

"rui-r, u"n.rrt eligibility inquiries,referral authorization requests, or other transactions roi wtrich I{HS has establishedstandards under the HIPAA Transaction, R l".u t;rg ,r""i.""ii technology, such asemail, does not mean a health care provider i, u 
"orr"rEJ ";-r-ib, 

;" transmission must
*"1X""*:ln:*n^l^::l9urd,t*nrurtiol Th. nriuu"f {uiJ.our* a healrh careprovider whether ir electronicarty t ansmil; ;;r; ;;;;#ff ?Hl;T,1'ilJrtt;billing service or other third, pafi to io-ro on its behalf. Hearth care providersinclude all "providers,of servic^es" i".g.,lnstitutional p;;;;;^ ,u"r, u, hospitals) and
;fl:l:l""j: "j::l].l,"r health ,",.,I".r;;1".g., 

'on'_inJ,*ot providers such as
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Health Care Clearinghouses. Health care clearinghouses are entities that process
nonstandard information they receive from another entity into a standard (i.e.,
standard format or data content), or vice versa. t In most instances, health care
clearinghouses will receive individually identifiable health information only whel
they are providing these processing services to a health plan or health cur. p.ouide, u,
a business associate. In such instances, only certain provisions of the Privacy Rule are
applicable to the health care clearinghouse's uses and disclosures of protected health
information.8 Health care clearinghouses include billing ,.*i..r, repricing
companies, community health management information systems, and value-added
networks and switches if these entities perform clearinghouse functions.

Business
Associates

Business Associate Defined. In general, a business associate is a person or
organization, other than a member of a covered entity's workforce, thai performs
certain functions or activities on behalf of, or provides certain services to, a covered
entity that involve the use or disclosure of individually identifiable health
information. Business associate functions or activities on behalf of a covered entitv
include claims processing, data analysis, utilization review, and billing.e Business
associate services to a covercd entity are limited to legal, actuarial] accounting,
consulting, data aggregation, management, administrative, accreditation, or nnanciii
services' However, persons or organizations are not considered business associates if
their functions or services do not involve the use or disclosure of protected health
information, and where any access to protected health information iy such persons
would be incidental, if at all. A covered entity can be the business associate of
another covered entity.

Business Associate Contract. When a covered entity uses a contractor or other non-
workforce member to perform "business associate" services or activities, the Rule
requires that the covered entity include certain protections for the information in a
business associate agreement (in certain circumstances governmental entities may use
alternative means to achieve the same protections). In tf,e business asso"iaJ;;1r;; 

]a covered entity must impose specified written safeguards on the inOiviauaUv I

identifiable health information used or disclosed uy its business ";;;"i;;1" IMoreover, a covered entity may not contractually authorize its busines uso.i^Jio I

make any use or disclosure of protected health information that would uiotut" tt. IRule. covered entities that have an existing written contract o, u*r""-";;il |

business associates prior to october 15,z}}z,which is not renew"a or"rooiiJ;;; I

to April 14,2003, are permitted to continue to operate under that contract 
""tirirrru 

I

renew the contract or April 14,2004, whichever is first.rt sample uusiners asso;i;;; Icontract language is available on the oin website 
"r, I. Also see I

What
Information is
Protected

Protected Health Information. The Privacy Rule protects all ,,inclividtnllv
identifiable health information" held or transmitte-d by a covered 

"ntity "rililil;;associate, in any form or media, whether electronic, iup"r, or oral. TLe privacy Rgle
calls this information,, protec ted h eal t h i nformation' if n11 .i, 

r,
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',Individual ly identifi ab I e he alth informatio n" is inform@
data,that relates to:

r the individual's past, present or future physical or mental health or
condition,

o the provision of health care to the individual, or
o the past, present, or future payment for the provision of health care to the

individual,
and that identifies the individual or for which there is a reasonable basis to believe
can be used to identiff the individual.13 Individually identifiable health information
includes many common identifiers (e.g., name, address, birth date, Social Security
Number).

The Privacy Rule excludes from protected health information employment records
that a covered entity maintains in its capacity as an employer and education and
certain other records subject to, or defined in, the Family Educational Rights and
Privacy Act,20 U.S.C. gl232g.

De-Identified Health Information. There are no restrictions on the use or
disclosure of de-identified health information.ra De-identified health information
neither identifies nor provides a reasonable basis to identify an individual. There are
two ways to de-identi$r information; either: l) a formal determination by a qualified
statistician; or 2) the removal of specified identifiers of the individuai and of the
individual's relatives, household members, and employers is required, and is
adequate only if the covered entity has 19 lctua! knowledge that the remaining
information could be used to identifu the individual.'5

General
Principle for
Uses and
Disclosures

Rasic Principle. A major purpose of the Privacy Rule is to define and limit the
circumstances in which an individual's protected heath information may be used or
disclosed by covered entities' A covered entity may not use or disclose protected
health information, except either: (l) as the privacy Rule permits or requiresior (2) asthe individual who is the subject of the information (or trre individ^ual's'p"rronur
representative) authorizes in writing. 16

Required Disclosures. A covered entity must disclose protected health informationin only two situations: (a) to individuals (or their personal representatives)
specifically when they request access to, or an accounting of disclosures of, theirprotected health information; and (b) to HHS when it is irdertaking u.o.pliun."
investigation or review or enforcement action.rT See

Permitted Uses
and Disclosures

Permitted uses and Discrosures. A covered entity is permitted, but not required, touse and disclose protected health information, without an individual's arrtfroriraiitn,for the following purposes_or,situations: (l) To the Individual (unless,"qui*a io.
access. or accounting of disclosures); (2) Treatment, payment, and Health careoperations; (3) oppgrtunity to Agree or object; (4) Incident to an otherwise
permitted use and disclosure; (5) public Interest and Benefit Activities: and
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deciding which of these permissivi uses anddisclosures to mat<e. 
vvo! Jsu''rw'rD rrr

(1) To the Individual. A coveredentity may disclose protected health information tothe individual who is the subject of the information.

(2) Treatment, Paym.ent, Health Care operations. A covered entity may use anddisclose protected health information for its own treatment, payment, and health careoperations activities.re A covered entity also may disclose protected healthinformation for the treatment activities ofuny !9"1th""*. p."rioer, the paymentactivities ofanother covered entity and ofany health.ur" proulolr, or the health careoperations of another covered entity involving either quality or competency assuranceactivities or fraud and abuse detection and complian"" a"tivities, if both coveredentities have or had a.relationship with the individual unJ itr. protected healthinformation pertains to the relationririp. S""

Treatment is the provision, coordination, or management of health care andrelated services for an individual by one o. *oi, health care providers,including consultation between prgviders r"gurai"g-u p"ilrt and refenal of apatient by one provider to another.2o

Payment encompasses activities of a health pran to obtain premiums,

*1..t':: ":' ltat l::oonsibilities fo, 
"ou"rug"'uno iiouision of benefi ts,and turnish or obtain reimbursement for h-ealth *,i'iliu"","d"1;";";

individual2r and activities of a hearth care provide, to-outuin payment or bereimbursed for the provision of health 
"*" to un inoi.,riaua.

Health care operations are any .o! th.e folrowing activities: (a) qualityassessment and improvement activities, including 
"ir. management and carecoordination; (b) competency assurance activiiies, incruding provider orhealth plan performance evaluation, 

. 
credentialing, and accreditation; (c)conducting or_ arranging for medi.at teui.*r,-":roirr, or legal services,including fraud and abuse detection and compliance p.ogru,nr; (d) specifiedinsurance functions, such as underwriting, ,iri.utin!,-urid ,einruring risk; (e)business pranning, development, management, and administration; and (f)business management and general adirinis t itii" iitnities of the entity,including bur not limited td: de-identiivinJ ;;;;; health information,creating a rimited data set, and certain 

"n 
ri'ai"iri"g for the benefit of thecovered entity.zz

Y:: ::::f:* *: *:::: I l-:rd"ft 3rapy 
no tes for trearment, paylnent, and hea I th

(6) Limited Data Se

:Tfj:"_":;::^"":::l:1T1ft: Tur rety onproferrio*f.tr,io uno u.rt judgments in

care operations purposes require an authorization as described b;fi;.;'"" 
4'u rrearrrr

obtaining "consent" (written permission from individuals to use and disclose theirprotected hearth information for treatment, payment, and health care operations) isoptional under the privacy Rule for utt .oueira .";i;i*3 
'it'. 

.ont"nt of a consent

3ffi?L'l"1rffiss 
for obtainittg 

"oo'.nt, 
are at the discrerion of the covered entity
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(3) uses and Disclosures- with opportunity to Agree or object. Informalpermission may be obtained by asking the individual o-utright, or by circumstances
that clearly give the individual the opportunity to agree, u"qii.."", or object. wherethe.individual is incapacitated, in animergency situation, o, not avalable, covered
entities. generally may make such uses an-d disclosur.., if in the exercise of theirprofessional judgment, the use or disclosure is determined to be in the best interestsof the individual.

Facility Directories. It is a common practice in many health care facilities,
such as hospitals, to maintain a directbry of patient ctntact information. A
covered health care.provider may rely onan individual's informal permissionto list in its facility directory the individual,s name, general condition.
religious affiliarion, and location in the provider's a.iilt!F--ii.;;;;il;;
may then disclose the individual's condiiion and location in the Acifity to
anyone asking for the individuar by name, and also may disclose religiousaffiliation to crergy. Members of the clergy are not rejuirea to ask for theindividual by name when inquiring about po:ii.nt,"tijioul arfiliation.

For NotiJication and.other purposes, 
-A 

covered entity arso may rely on anindividual's informal permission to disclose to the individual,s family,relatives, or 
{ie.n{s, or .to other persons whom the individual identiires,protected health information directly relevant to that pe6on,s involvement inthe individual's care or payment fo.r care. ,u rt i. 'prouirion, r"'. .*-pr",allows a pharmacist to. dispense filled prescriptionr-to u person acting onbehalf of the patient. Similirry, u 

"ou.."d 
entity may rery on an individual,sinformal permission to use oi disclose protected r*"rin information for thepurpose of notiffing (including identifuing or locating) family -"*f"rr,personal representatives, or others responsible for the individual,s care oftheindividual's location, general condition, or death. in addition, protectedhealth information may be disclosed_ foi notification furpor"s to pubric orprivate entities authorized by law or charter to assist in disaster reliefefforts.

(4) Incidental use and Discrosure. The privacy Rure does not require that everyrisk of an incidental us9 or disclosure of protected health information be eliminated.A use or disclosure of this information that occurs as a result of or as ,,incident 
to,,,an otherwise permitted use or disclosure is permitted as long u, th" 

"ou"red 
entity hasadopted reasonable safeguards_ as required by the privacy frui.,'una the information

lT,:?iTJ:d 
was limited to the .,*ini'nu- n.""rrury-'ur-r.q"i*O by the p^r;t

(5) Public rnterest and Benefit Activities. The privacy Rure permits use anddisclosure of protected health information, without an individual,s authorization orpermission, for 12 narionar lri-oritr pu.por"r.ti- 
-Th;r;;;;li.ur., 

are permifted,although.not required, by the iule in recoinition 
"f 

th;;p;;# uses made of healthinformation outside of the health care Jontext. Specific conditions or limitationsapply to each public interest purpose, striking the^batance u.L."n the individualprivacy interest and the public inteiest need forihis inrorn'ution. 
-

!:"0^::"! !! !.::: .. c,?u::"1entities may use and disctose protected healthinformation without individuuf uutt oriruiln u, red by /aw (includin
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statute, regulation, or court orders).

Public Health Activities. covered entities may disclose protected health
information to: (l) public health authorities authorized by law to collect or
receive such informlliol fo1 preventing or controlling disease, injury, or
disability and to public health or other government authorities authorizld to
receive reports of child abuse and neglect; (2) entities subject to FDA
regulation regarding FDA regulated products or activities for purposes such
as adverse event reportil& tracking of products, product .".uttr, and post-
marketing surveillance; (3) individuals who may have contracted or been
exposed to a communicable disease when notification is authorized by law;
and (4) employers, regarding employees, when requested by employers, foi
information concerning a work-related illness or injury or. *o.kpla.e related
medical surveillance, because such information is nieded by the employer to
comply with the occwational Safety and Health Administration (oHS,a.;,
the Mine Safety and Health Administration (MHSA), or similarutui. rurvjdSee 

;

victims of Abuse, Neglect or Dontestic violence. In certain circumstances,
covered entities may disclose protected health information to appropriate
government authorities regarding victims of abuse, neglect, or domestic
vlolence.''

Health oversight Activities. covered entities may disclose protected health
information to health ovetsight agencies (as definei in the Ruie) for purposesof legally authorized health oversighi activities, such u, audits and
investigations necessary for""oversigttt or the health care system and
government benefi t programs. r,

Judicial and Administrative proceedings. covered entities may disclose
protected health information in a judicial or administrative proceeding if the
request for the information is through an order from a court or administrative
tribunal. Such information may alJo be disclosed in..rponse io u ,ubpo.nu
or other lawful process if certain assurances regarding noii". to the individual
or a protective order are provided.33

Law Enforcement purposes, covered entities may disclose protected healthinformation to law enforcement officials for law.nror".-.nifurpor., uoo*the following six circumstances, and subject to specified conditions: (l) asrequired by law (including court orders, court-ordered warrants, subpoenas)
and administrative requests; (2) to identifu or locate u ,urpr.t, fugitive,
material witness, or mis-sing person; (3) in response to a law enforcementofficial's request for informaiion aboui a victim o, ,urf""i"d victim of acrime; (4) to alert law enforcement of a person's death, ii the covered entity
suspects that criminal activity caused the death; (5) when a covereo entitybelieves that protected heaith information is evidence of a crime thatoccurred on its premises; and (6) by a covered health care provider in amedica^l emergency not occurring on its premises, when neces*ry to informlaw enforcement about the commission and nature of a crime, the location ofthe crime or crime victims, and the of the crime.3a

Privacy Rule Summary Last Revised 05/03
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Decedents. covered entities may disclose protected health information to
funeral directors as needed, and to coroners or medical examiners to identifv
a deceased person, determine the cause of death, and perform other functions
authorized by law.35

lldgveric organ, Eye, or Tissae Donation. covered entities may use or
disclose protected health information to facilitate the donation and
transplantation ofcadaveric organs, eyes, and tissue.36

Research, "Research" is any systematic investigation designed to develop or
contribute to genenlizable knowledge.3T The privacy RulJpermits a covered
entity to use and disclose protected health information for research purposes,
without an individual's authorization, provided the covered entity obtains
either: (l) documentation that an alieration or waiver of individuals,
authorization for the use or disclosure of protected health information abogt
them_for research purposes has been approved by an Institutional Review
Board or Privacy Board; (2) representations from the researcher that the useor disclosure of the protected health information is solely to prepare a
research protocol or for similar purpose preparatory to research, that the
researcher will not remove any protected healtli information from the covered
entity, and that protected health information for which access is sought is
necessary for the research; or (3) representations from the researcher that the
use or disclosure sought is solely for research on the protected health
information of decedents, 

_that the protected health information sought is
necessary for the research, and, at the request of the covered *tity,
documentation of the death of the individuals about whom information is
sought.38 A covered entity also may use or disclose, without an individuals,
authorization, a limited data set of protected health information for research
purposes (see discussion below).3e See :

serious Threat to Heahh or safety. covered entities may disclose protected
health information that they believe is necessary to prevent or lessen a serious
and imminent threat to a person or the public, when such disclosure is made
to-someone they believe can prevent or lessen the threat (including the targetof the threat). covered entities may also disclose to law enforcement if thei"F.t"jl?" is needed to identifu or apprehend an escapee or violent
cnmlnal. -

Essential Government Fanctions. An authorization is not required to use ordisclose protected health information for certain essenti;l government
functions. Such functions incrude: assuring proper execution of a militarymission, conducting intelligence and natiJnal security 

".ii"iii", that areauthorized !y law, providing protective services to the president, makingmedical suitability determinations for u.S. state o.purt-"ni employees,
protecting the health and safety of inmates or employees in a correctional
institution, and determining eligibility for or conduciing enrollment in certaingovernment benefi t programs.o t

Privacy Rule Summary Last Revised 05/03
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Workers' Compensation. Covered entities may disclose protected health
information as authorized by, and to comply with, workerr, 

"o-p"rrsationlaws and other_similar programs providing benefits for work-relatei injuries
or illnesses.a2 See

(6) Limited Data Set. A limited data set is protected health information from which
certain specified direct identifiers of individuals and their relatives, household
members, and employers have been removed.a3 A limited data set may be used and
disclosed for research, health care operations, and public health pu{poses, provided
the recipient enters into a data use agreement promising specified *ui"guuidr for the
protected health information within the limited data set.

Authorized
Uses and
Disclosures

Authorization. A covered entity must obtain the individual's written authorization
for any use or disclosure of protected health information that is not for treatment,
payment or health care operations or otherwise permitted or required by the privacy
Rule.aa A covered entity may not condition treatment, payment, emollment, or
benefits eligibility on an individual granting an authorizatitn, except in limited
circumstances.a5

An authorization must be written in specific terms. It may allow use and disclosure
of protected health information by the covered entity seeking the authorization, or bya third party. Examples of disclosures that would iequire an individual's
authorization include disclosures to a life insurer for coverage purposes, disclosures
to an employer of the results of a pre-employment physical oi tuu tirt, or disclosures
to a pharmaceutical firm for their own marketing p.rrpor...

All authorizations must be in plain language, and contain specific information
regarding the information to be disclosed oi used, the person(s) disclosing and
receiving the information, expiration, right to revoke in writing, and other data. The
Privacy Rule contains transition proviiions applicable to atltiorizations and other
express legal permissions obtained prior to Aprif t4, 2003.46

Psychotherapy NotesaT. A covered entity must obtain an individual,s authorization
to use or disclose psychotherapy notes with the following exceptionsa8:

r The covered entity who originated the notes may use them for treatment.o A covered entity may use or disclose, without an individual's authorization,
the psychotherapy notes, for its own training, and to defend itserr i" r"g"iproceedings brought by the individual, for rtls to investigate or determine
the covered entity's compliance with the Privacy Rules, to avert a serious andimminent threat to public health or safety, to a health oversight agency forlawful oversight of the originator of the isychotherapy notes, for the lawful
activities of a coroner or medicar examiner o. u, ,.qrii.d by law.

Marketing. Marketing is any communication about a product or service that
encourages recipients to purchase or use the product o. seruice.on h" rtiuu"f nuf,
carves out the following health-related activities from this definition of marketing:o Commlnications to describe health_related or seryrces. or
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for. them, provided bV ot
making the communication:

o Communications about participating providers in a provider or health plan
network, replacement of or enhancements to a health plan, and health-related
products or services available only to a health plan's enrollees that add value
ton but are not part of, the benefits plan;

o Communications for treatment of the individual; and. communications for case management or care coordination for the
individual, or to direct or recommend alternative treatments, therapies,
health care providers, or care settings to the individuar.

Marketing also is an arrangement between a.c_ov9r9d entity and any other entitywhereby the covered entity discloses protected health information, in exchange fordirect or indirect remuneration, for the other entity to communicate about its ownproducts or services encouraging the use or purchase ofthose products or services.A 
-covered 

entity must obtain an authorization to use or disclose protected healthinformation for marketing, except for face-to-face marketing 
"o,n*unicationsbefween a covered entity and an individual, and for a coverJ entity,s provision ofpromotional gifts of nominal value. No authorization is n""a.J, t orvever, to make acommunication that falls within one of the exceptions to the marketing definition.An authorization for marketing that involves the covereo 

"niiiy;r 
receipt of direct orindirect remuneration from a third party must revear that fact. see

Limiting Uses
and Disclosures
to the
Minimum
Necessary

procedures must identifu the persons, or classes of persons, t, #;""r?"f;;:t#;
uties, the categories of

Minimum Necessary. A centrar aspect of the privacy Rule is the principre of"minimum necessary" use and disclosure. A covered 
"ntity 

rnurt make reasonableefforts to use, disclose, and request only the minimum u*L* of protected healthinformation needed to accomplish the intended purpose or itre use, disclosure, orrequest's0 A covered entity must a"u"rop'una implement policies and procedures toreasonably limit uses and disclosures to the minimum nr.".rury. when the minimumnecessary standard applies to a use or disclosur., u ,o.,r.r.l entity may not use,disclose, or request the entire medical record for a'particuiu. pr.por", unless it canspecifically justify the whole record as the amount reasonably nieded for the purpose.See

The minimum necessary requirement is not imposed in any of the followingcircumstances: (a) disclosure.io.or l requesl uv . rri"i,rr 
"ur" o."ta"r for treatment;

Ill,.1'':1?::':^-t:_11 
individual.who_is the-subject oi tr,J inrormation, or theindividual's personar.representative; (c) use or disclosure -*';1t#, 

u.f, 'l;
authorization; (d) disclosure to HHS'foiiomplaint investigation, compliance reviewor enforcement; (e) use or disclosure that is required by law; or (f) use or disclosurerequired for compliance with the HIpAA iransaction, n"r. or other HI'AAAdministrative Simplifi cation Rules.

Access and uses. For internar uses, a covered entity must develop and implementpolicies and procedures that restrict u""rr. and uses of protected health information

::i:lr:1":t::::::*i:i.,.":1ry -"-u",, of their #kfb;;;:' rhese poricies and
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protectedhealthinformationtowhichaccessisneed@
which they need the information to do their jobs.

Disclosures and Requests for Disclosures. Covered entities must establish and
implement policies and procedures (which may be standard protocols) for rontine,
recurring disclosures, or requests for disclosures, that limiti the protected health
information disclosed to that which is the minimum amount r"uronu-bly necessary to
achieve the purpose of the disclosure. Individual review of each disclosure is not
required. For non-routine, non-recurring disclosures, or requests for disclosures that
it makes, covered entities must develop criteria designed to timit disclosures to the
information reasonably necessary to accomplish the purpose of the disclosure and
review each of these requests individually in accordan." *ittr the established criteria.

Reasonable Reliance. If another covered entity makes a request for protected health
information, a covered entity may rely, if reasonable under t-he circumstances, on the
request as complying with this minimum necessary standard. Similarly, a covered
:nlity may rely upon requests as being the minimum necessary protected health
information from: (a) a public official, (b) a professional (such as an attorney or
accountant) who is the c-overed entity's business associate, seeking the information to
provide services to or for the covered entity; or (c) a researcher who provides the
documentation or representation required by itre privacy Rule for research.

Notice and
Other
Individual

Privacy Practices Notice Each covered entity, with certain exceptions, must
provide a notice of its privacy practices.sr The Privacy Rule requires that the notice
contain certain elements. The notice must describe the ways in which the covered
entity may use and disclose protected health information. fn" notice must state the
covered entity's duties to protect privacy, provide a notice ofprivacy practices, and
abide by the terms of the current notice. The notice must describe indivlduals, rights,
including the right to complain to HHS and to the covered entity if they believe iheir
privacy rights have been violated. The notice must include a point tf contact for
further information and for ryl.ioq complaints to the covered entity. Covered entitiesmust act in accordance with their notices. The Rule also contains specificdistribution requirements for direct treatment providers, all other health care
providers, and health plans. See

o Notice Distribution. A covered health care provider with a direct treatment
relationship with individuals must deliver a privacy practices notice to
patients starting April 14, 2003 as follows:

o Not later than the first service encounter by personal delivery (for
patient visits), by automatic and contemporaneous electronic
response (for electronic service derivery), and by prompt mailing (for
telephonic service delivery);

o By posting the notice at each service delivery site in a clear andprominent place where people seeking servici may reasonably be
expected to be able to read the notice; ando [n emergency treatment situations, the provider must furnish its
notice as soon as practicable after the emergency abates.
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Covered entities, whether direct tre
providers (s,uch as laboratories) or health plans mustsupply notice to anyone
on request.s' A covered eniity must also make its-;oiice electronically
available on any web site it maintains for customer service or benefits
information.

The covered entities inan organized heatth care anangement may use a joint
privacy practices notice, as long as each agrees to abide by the notice content
with respect to the protected health information creaied or received in
connection with participation in the arrangement.53 Distribution of a joint
notice by any covered entity participating in the organized health care
affangement at the first point that an oHcA member has an obligation to
provide notice satisfies the distribution obligation of the other participants in
the organized health care arrangement.

A health plan must distribute its privacy practices notice to each of its
enrollees by its privacy Rule compliance dite. Thereafter, the health plan
must give its notice to each new enrollee at enrollment, and send a reminder
to every enrollee at least once every three years that the notice is available
upon request' A health plan satisfies its distribution obligation by furnishing
the notice to the "named insured," that is, the subscribJr for coverage that
also applies to spouses and dependents.

o Acknowledgement of.Notice Receipt. A covered health care provider with
a direct treatment relationship with individuals must make a good faith effortto obtain written acknowledgement from patients of receipt of the nrivacv

impo s e'.u,onuu i", J;##: J ffi ,il; ;il :?ff;,l;"*; J;[:* 
enti ti e s mav

Amendment' The Rule gives individuals the right to have covered entities amend
set when that information is

practices"",i.",it$;d;;'ffiljJ::T*ffi :::,ff .ff iililn::T,l.Jfor the acknowledgement. The provide, *uri document ih" ,"uron for anyfailure to obtain the patient's written acknowledgement. The provider is
relieved of the need to request acknowledgement in-an emergency treatment
situation.

Access' Except in certain circumstances, individuals have the right to review andobtain a copy of their protected health information i., a 
"o.,re."d 

entity,s.tt The "designated record sedr_s that group Jr".oro. maintained by or
F1.1 ."oy"red entity that is used, in whole oi purt, to mate decisions aboutindividuals, or that is a provider's medical and billing r."oro. ulout individuals or ahealth plan's enrollment, payment, claims adjudication, and case or medicalmanagement record systems.56 The Rule excepts from the right of u.".r, trr"following protected health information: psychotherupy notes, indrmation ,"*pii.jfor legal proceedings,. 

.laboratory ,.rult, to wliich the crinical LaboratoryImprovement Act (cLlA) prohibiti access, or information held by certain researchlaboratories' For information included within the right or u"*r., covered entitiesmay deny an individual access in certain specified sifrrations, ruch as when a healthcare professional believes access could cause harm to ttre lnoivioual or another. Insuch situations, the individual must be given the right to have such denials reviewedby a licensed health care professional fir u .".orrjopiniorr.ii 
-dovered 

entities mav
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identified as needing it, and to persons that the coverid entity knows might rely on
the information to the individual's detriment.se If the request is deniel, covercd
entities must provide the individual with a written denial and allow the individual to
submit a statement of disagreement for inclusion in the record. The Rulc specifics
processes for requesting and responding to a request for amendment. A coveretl
entity must amend protected health information in its designatcd record set gpon
receipt of notice to amend from another covered entity.

Disclosure Accounting. Individuals have a right to an accounting of the disclosures
of their protected lgull information by a covered entity o, tlie covered enrity,s
business associates.60 The maximum disclosure accountiig period is the six ye"ars
immediately preceding the accounting request, except a covered entity is not
obligated to account for any disclosure made tefore its Piivacy Rule compliance date.

The Privacy Rule does not require accounting for disclosures: (a) for treatment,
payment, or health care opcrations; (b) to the individual or the individuut', p.rronui
representative; (c) for notification ofor to persons involved in an individualis health
care or payment for health care, for disaster relief, or for facility directories; (dj
pursuant to an authorization; (e) of a limited data set; (0 for naiional security'or
intelligence purposes; (g) to correctional institutions or law enforcement officials for
certain.purposes regarding inmates or individuals in lawful custody; or (h) incident toothenvise permitted or requircd uses or disclosures. Accounting for disclosures tohealth 

_oversight agencies and law enforcement officials mist be tcmporarily

:l^rt ^"j:1.i1 
rheir written representation that an accounting would likely 

^impedl
Inelr actlvrtres.

Restriction Request. lndividuals have the right to request that a covered entity
restrict use or disclosure of protected health information for treatment, payment orhealth care operations, disclosrre to persons involved in the individual,s health care
or payment for health care' or disclosure to notify gpilv members or others about thc

inaccurate or incomplete. tt If a c i
make reasonable efforts to provide the amendment to persons that the individual has

:llyll,tt': g.**l condition,^location, o, O.urtf,i- i ;;;;; ilffi ffi;;;
ob r i gati on t" ie'". t"'"q'". t;'f"; ;;til;- X; "r#. H,ryTdffi y. 

J :agree mustcomply- with the agr,e:d restrictions, except for purposes ort.#ing the individual in amedical emergency.o'

confidential communications Requirements. Health plans and covercd healthcare.providers must permit individuals to request an altcrnative means or location forreceiving communications of protected healti information u/ r*unr other than thosethat the covered entity typicaiy emproys.u' For example, un inoiuiauui;ry d;r;that the provider 
"om-unicate 

with the inoividual through a designated address orphone number. Similarly, an individu ar may ,"qu"r?- rrru,' ,rr" provicler sendcommunications in a closed envelope rather than a posicard. 
--'-
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Administrative HHS recognizes that covered entities range from the smallest provider to the largest,
multi-state health plan. Therefore the flexibility and scalability of the Rule are
intended to allow covered entities to analyze their own needs and implement
solutions appropriate for their own environment. What is appropriate for a particular
covered entity will depend on the nature of the covered entity's business, as well as
the covered entity's size and resorlrces.

Privacy Policies and Procedures. A covered entity must develop and implement
written privacy policies and procedures that are consistent with the Privacy R;1e.64

Privacy Personnel. A covered entity must designate a privacy official responsible
for developing and implementing its privacy policies and procedures, and a contact
person or contact office responsible for receiving complaints and providing
individuals with information on the covered entity's privacy piactices.65

Workforce Training and Management. Workforce members include employees,
volunteers, trainees, and may also include other persons whose conduct is under the
direct control of the entity (whether or not they are paid by the entity).66 A covered
entity must train all workforce members on its privacy policies and procedures, as
necessaly and appropriate for them to carry out their functions.6t A iovered entity
must have and apply appropriate sanctions against workforce members who violatl
its privacy policies and procedurcs or the privacy Rule.68

Mitigation. A covered entity must mitigate, to the extent practicable, any harmful
effect it learns was caused by use or disclosure of protected health informaiion by its
workforce or its business associates in violation of its privacy policies and procedures
or the Privacy Rule.6e

Data Safeguards. A covered entity must maintain reasonable and appropriate
administrative, technical, and physical safeguards to prevent intentional or
unintentional use or disclosure of protected treitttr informaiion in violation of the
Privacy Rule and to limit its incidental use and disclosure pursuant to otherwise
permitted or required use or disclosure.T. For example, such safeguards might
include shredding documents containing protected 

-health 
informition bedre

discarding them, securing medical record-s with lock and key or pass code, and
limiting access to keys or pass codes. See

Complaints. A covered entity must have procedures for individuals to complain
about its compliance with its privacy policieJ and procedures and the privacy fil.f i
The covered entity must explain those procedures in its privacy practices no ti"".1t 

-

Among.other things, the covered entify must identify to whom individuals can submit
complaints to at the covered entity and advise that complaints also can be submitted
to the Secretary of HHS.

Retaliation and Waiver. A covered entity may not retaliate against a person for
*:f!t:q -tlglrts 

providef uv ttrg privacy Rule, ior assisting in an investigation by
HHS or another approgrlalg authority, or for opposing an 

-act 
or practice that the

person believes in good faith vlolates the pti*qlB4".-t, A covered entity may not

Requirements
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require an individual to waive uny ,
obtaining treatment, payment, and enrollment or benefits eligibility .ii 

- --.^"^"

Documentation and Record Retention. A covered entity must maintain, until sixyears after the later of the date of their creation or last effective date, its privacy
policies and procedures, its privacy practices notices, disposition of complaints, anl
other actions, activities, and designations that the privacy Rule rcquires to bc
oocumentecl.'"

Fully-Insured Group Health Plan Exception. The only administrative obligations
with which a fully-insured group health plan that has no more than enrolhnent data
and summary health ifggltion is requiiedto comply are the (l) ban o'retaliatory
acts and waiver of individual rights, and (2) documentation requircments with."rp""t
to plan documents if such documents are amended to provide for the disclosure of
protected health information to the,plan sponsor by a hcalth insurance issuer or HMo
that scrvices the group health plan.76

Organizational
Options

Tlle Rlle contains provisions that addrcss a variety of organizational issues that rnay
affect the operation of the privacy protections.

Hybrid Entity. The Privacy Rule permits a covered enrity that is a single legal eltity
and that conducts both covered and non-covered functions to elect tJ be a",,nyUria
entity'"71 (Thc activities that make a pcrson or organization a covered entity arc its"covered functions."T*; To be a hybrii cntity, the covered entity must desigpate inwriting its operations that perfonn covercd functions as one or more ..health 

carccomponents"' After rnaking this designation, most of the requirements of thc privacy
Rule will apply only to the health .*" .o-ponents. A covered entity that does notmake this designation is subject in its entirety to thc privacy Rule.

Affiliated Covered Entity. Legally separate covered entities that are affiliated bycommon ownership or control may designate themsclves (including their health carfcomponenrs) as a single. covered entity for privacy irur" .oirpii*;;.t 
* 

n;;designation must be in writing. An affiliated covered Lntityitut performs multiplecovered functions must operate its different covered functions in compliance with thePrivacy Rule provisions applicable to thosc covered functions.

organized Health care Arrangement. The Privacy Rule identifies relationships i'which participating covered entities share protected health information to manage andbenefit their common enterprise as "organ'ized health.;r; ;;;;;;;;;#"6;;#;
entities .in an organized health .ur" *rungement can share protected hcarthinformation with each other for the arrangemenis joint hcalth care operations.sr

covered Entities with _Murtipre covered Functions. A covered entity thatperforms multiple covered functions must opcrate its diffbrent covered ftlnctions i'compliance with the Privacy Rule plovisions applicable to those covered functions.s?Th.e covered entity may not use or disclosc the protected health information of anindividual who receives services from one covered function (e.g., hearth care

f.::,'.T?,.il l1:l:. c^ove19d funcrion (e.g., health plan) if the individual is notinvolved with thc other function.
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Group Health Plan disclosures to plan sponsors. A group health plan and the
health insurer or HMo offered by the plan may disclose ttre following protected
health information to the "plan sponsol"-16e 

"-ployrr, 
union, or other employee

organization that sponsors and maintains the group heaith plans3,

o Enrollment or disenrollment information with respect to the group health
plan or a health insurer or HMO offered by the plan.o If requested by the plan sponsor, surnmary health information for the nlan
sponsor to use to obtain premium bids for providing health insurance
coverage through tle group health plan, or to modiff, amend, or terminate
the group health plan. "Summary health informati#' is information that
summarizes claims history, claims expenses, or types of claims experience ofthe individuals for wlom the plan sponsor hai provided healih benefits
through the group health plan, and thatls stripped oiall individual identifiers
other than five digit zip code (though it need not qualify as de_identified
protected health information).

o Protected health information of the group health plan's enrollees for the plan
sponsor to perform plan administration functions. The plan must receive
certification from. the plan sponsor that the group health ilan document has
been amended to impose restrictions on the p'iun.ponror's use and disclosureof the protected health information. These resirictions must include the
representation tlrat the plan sponsor will not use or disclose the protected
health information for any employment-related action or decision or in
connection with any other benefit plan.

Other
Provisions:
Personal
Representatives
and Minors

Personal Representatives. 
. The Privacy Rule requires a covered entity to treat a"personal representative" the same as the individuat, witt respect to uses anddisclosures of the individual's protected health information, as well as theindividual's rights under.the Rule.sa A personal representatiu. i. u person r"g.ilvauthorized to make health care decision, on un individual's behalf or to act for adeceased individuar or the estate. The privacy nute permiis an exception when acovered entity has a reasonable belief that the.personal i.p.*.rt.t-" .uy u" .u"rirgor neglecting the individuu-I, gr llul treating thi person u, tn" f.oonar representativecould otherwise endanger the individual.

special case: Minor:. In most. cases, parents are the personal representatives fortheir minor children. Therefore, in most cases, parents can exercise individual rights,such as access to the medical record, on behalf of their minor ctrildren. In certainexceptional cases, the parent is not considered the p.tronui t presentative. In thesesituations, the Privacy Rule defers to state and otGr law to determine the rights ofparents to access and conhol the protected health information oitt.i, minor children.If State and other law is silent concerning parental access to the minor,s protectedhealth information, a covered entity has diicietion to provide or deny a parent accessto the minor's health information, provided the decision is made by a licensed healthcare professional in the exercise of professionat iuagmenr see
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State Law

Enforcement
and Penalties
for
Noncompliance

t7

Preemption. In general, State laws that are contrary to the privacy Rule arepreempted.by the federal requirements, which means that the federal r.quiron.nt,
will apply'85 "Contrary" means that it would be impossible for a covered entity to
comply with both the State and t-ederal requirements, or that the provision of Statclaw is an obstacle.to accomplishing tha fuil purposes and objectives of ttrcAdministrative simprification provisions of HIpAi.86 Th. privacy Rule provicles
exceptions to the generul ylg of federal preemption for contrary stut. tu*. that iljrelate to the privacy of individually identifia-ble health information ancl provide
greater privacy protections or_privacy rights with respcct to snch information, (2jprgyidg for the reporting of disease or injury, child abuse, birth, or dcath, o," io.public health surveillance, investigatiott, or-iniervention, o, i:;r"quire certain health
plan reporting, such as for management or financial audits.

Exception Determination.. In addition, preemption of a contrary State law will notoccur if HHS determines, in response to a request from a Statc or other entity orperson, that the State law:

Is necessary to prevent fraud and abuse related to the provision ofor payment
for health care,
Is necessaty to ensure appropriate State regulation of insurance and health
plans to the extent expressly authorized by starute or regulation,
Is necessary for State reporting on health care dclivcry or costs,
Is necessary- for purposes of serving a compelling public hearth, safety, orwelfare need, and, if a privacy RuG provision is-at irru", iiii" Sccretary
determines that the intrusion into privacy is warranted when balanccd against
the need to be served; or

lur .?r 
its principal purpose the regulation of thc manrf-acture, registration,

distribution, dispensing, or other contror of any controllei substances (asdefined in 2l u.s.c. 802), or that is deemed a controlred substance by Statelaw.

o

a

compliance' consistent. with the principles for achieving compliance provided i,the Rule, HHS wilr seek the cooperation of covered J.titi., and ..may provi<retechnical assistance to help them comply voluntarily with the Rule.o, The Ruleprovides processes for persons to nt" complainis with HHS, describes thcresponsibilities of covered entities to provide t"*tJ, una io-jriun"" reports and to
::-:.ry"li" 

with, and permit access to information for, inu"rtiguiion, urro'.o*piiun."l'evlews.

civil Money Penarties. Hfs ryI impose civil money penalties on a covcred entitvof $100 per failure to compry witl a privacy.Rur. ,.quir"*"nt.;r"il.;;;"ur"rii
not exceed $25,000 per year for_multiple violations'of thelJentical privacy Rulerequirement in a calendar year. HHS niay 

-not impose a civil money penalty underspecific circumstances, such as when a violation ir ou. to ."usonable cause and didnot involve willful neglect and the covered entity corected th; violation within 30days of when it knew or should have known of the violation.
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Criminal Penalties. A person who knowingly obtains or discloses individually
identifiable health information in violation of U-fpee faces a fine of $50,000 ana ui
to one-year imprisonment.se The criminal penalties increase to $100,000 ."j 6;;
!y9 ygutt imprisonment if the.wrongful conduct involves false pretenses, and to
$250'000 and up to ten years imprisonment if the wrongful conduct involves the
intent to sell, transfer, or use individually identifiablJ health information for
commercial advantage, personal gain, or malicious harm. Criminal sanctions will be
enforced by the Department of Justice.

Compliance compliance schedule. All covered entities, excep^t ,,small health plans,,, must be
compliant with the rlyyv Rule by April 14, 2003-.e0 Small health ptun., however,
have until April 14, 2004 to comply.

Small Health Plans. A health plan with annual receipts of not more than $5 million
is a small health plan.ut Health plans that file certain federal tax retums and repofireceipts on those rehlns_ should use the guidance provided Uy trre Small Business
Administration at l3 code of Federal Regulations lirR; nl.rc4to calculate annual
iT?.ptt^' Health plans that do not r.port receipts to the Internal Revenue Service
(RS)l for example,srgy! hgalth plans regulated by the E*pi;t;; Retirement IncomeSecurity Act 1974 (ERISA) thx yre "*.-pt from fil^rps in"o-. tax returns, shourd
use proxy measures to determine their annual receipts.e2
See

Copies of the
Rule & Related
Materials

The entire Privacy Rule, as well as guidance and additional materials, may be foundon our website,
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End Notes

'Pub. L. 104-191.

'6s FR 82462.

t 67 RR s3t82.
u +s c.r.R. [g l60.l02, l60.l03.
s.Even if an entity, such as a comrnunity health center, does not nleet the definition of a healthplan, it may, nonetheless, meet the definition of a healtir 

"ur. 
prouiJ"r, and, if it transrnits healtllinfonnation in electronic fonn in connection with the transactions for whictr the Secretary of HHShas adopted standards under HIpAA, may still be a oovered entity. 

-

" 45 c.F.R. $$ 160.102, 160.103; see social Security Act g I t72(a)(3),42 u.s.c. g 1320d_l(a)(3).The ffansaction standards are established by the HIPAA Tiunra"tions'Rute at 45 C.F.R. part 162.
7 +s c.F.R. g l60.l 03.
d 45 C.F.R. $ 164.500(b).
u 45 c.F.R. $ l60. to3.
r" 45 c.F.R. gg 16a.502(e), 164.504(e).

" 45 c.F.R. h 164.532

':45 c.F.R. g l60.l03.
r3 45 c.F.R. $ 160.t03

'o 45 C.F.R. $$ 164.502(d)(2), t64.st4(a) and (b).
r5 The-following identifiers of the individual or of relatives, employers, or household members ofthe individual rnust be retnoved to achieve the "safe rrur6or"'-Jtrrd of de-identification: (A)Names; (B) All geographic subdivisions smaller than a state, inriuaing street address, city,county, precinct, zip code, and their cquivalent geocodes, exccpt for the initial tkee digits of a zipoode if, according to the cunent pubti"ty uuiilabl" aata norn ttr"-Bu,=uu of census (l) thegeographic units forured by co^mbinin g ali zip codes with the sarne three initial digits containsnrore than 20,000 people; and (2) the initial thiee digits ofa zip roJ" tor. all such geographic unitscontaining20,000 or fewerpeople is changed to 00-0; (c) All'ele;;nts of dates (except year) fordates directlv related to th€ indi;idual, incliding birth date, udrir;i;;lute, discharge date, date ofdeath; and all ages over 89 and all elements of dlates fir"r"amg v""tii,rai.utiu" of such age, exceptthat such ages and elements may be aggregated il; ;;;gi"';:;;ry of age 90 or older; (D)Telephone numbers: (E) Fax numbers; 1F; et-ectronic rnail adiresr*irol Social security numbers;(H) Medicar record numbers; (I) geaitli pra'.benefici;rt;il;i'1r; e"rount'urnbers; (K)certificate/license numbers; (L) Vehicle identifiers una r.riui nu,niers, irrcluding license platenumbers; (M) Device identifiers and serial numbers; (N) web uniu"rrut Resource Locators(uRLs); (o) Internet Protocol (IP) address numbers; ip) eiorn.;ric laentifiers, including fi'gerand voice prints; (e) Furl f'ace phoiographic images and any compar.abl" ,n ug.r; and @ any otherunique identifying number, characteristic, or c_ode, except as pennitted for re-identificationpurposes provided certain conditions are met. In addition ,o ir,il.iooual of the above-statedidentifiers' the covered entity may not have actual knowl"ag" trtut iro ,"mai.ing information couldbe used alone or in combination with any other infonn"-'ti"" i" la""tify an individual who issubject of the information. 45 C.F.R, $ rciStill.

'u45 c.F.R. g I6a.5o2(a).

't 45 c.F.R. g l64.so2(aX2).
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'8 45 c.F.R. g l6a.5o2(a)(l).
re 45 c.F'.R. g 164.506(c).

'o 45 c.F.R. g l64.50t.
2'45 c.F.R. g 164.501.

tt 45 c.F.R. $ 164.501.

'3 4s c.F.R. g l6a.5o8(a)(2)

'o 45 c.F.R. g t64.506(b).

" 45 c.F.R. g l6a.5lo(a).

'u 45 c.F.R. $ 164.510(b).

" 45 c.F.R. g8 l6a.5o2(axlXiiD.
28 See 45 C.F.R. $ 164.512.
2" 45 c.F.R. g 164.512(a).
3" 45 c.F.R. $ 164.512(b).

3'45 c.F.R. g 164.512(a), (c).
31 4s c.F.R. $ I 64.5 l2(d).
t'45 c.F.R. a 164.512(e).
34 45 c.F.R. $ l64.sl2(0.

" 45 c.F.R. g l6a.5l2(g).
3o 4s c.F.R. $ I 64.5 l2(h).
l7 Thc Plivacy Rule defines research
development, testing, and evaluation,
knowledge." 45 C.F.R. $ 164.501.
3t 45 c.F,R. { 164.512(i).
t" 45 cFR g 164.514(e).
u" 45 c.F.R. a 164.512C).
4' 4s c.F.R. $ l64.st2(k),
o'45 c.F.R. g 164.512(l,1.

as, "a systematic investigation, including research
designed to develop or contribute to geieralizable

4 4S C'F'R' $ 164.514(e). A limited data set is protected health inforrnation thar excludes thcfollowing direct identifiers of the individual or of ielativer, 
"*plov.,", or household rnernbers ofthe individual: (i) Names; (ii) Postal address information, ottr., tti*1own or city, state and zipcode; (iii) Telephone numbers; (iv) Fax numbers; (v) Electronic 

-rnalt 
addresses: (vi) Socialsecurity numbers; (vii) Medical record numbers; (viiii ueatttr pLn'u"n"n"iary nurnbers; (ix)Account nutnbers; (x) certificate/license numbers;'(xii vehi;i; larnrin.., and serial ,umbers,including license plate numbers; (xii) Device identifiirs ana seriat numuers; (xiii) web UniversalResource Locators (uRLs); (xiv) Internet Protocol (IP) address numbers; (xv) Biornetricidentifiers, including finger and voice prints; (xvi) Furl ru"" ft otographic images and a'ycomparable images. 45 C.F.R. $ 164.514(;X2).

oo 45 c.F.R. $ 164.50s.
4\'- A covered entity rnay condition the provision ofhealth care solcly to generate protccted healthinformation for disclosure to a third pu.ty on the individuat giuing autlrorization to disclose the
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information to the third palty. For example, a covered entity physician may condition theprovision of a physical examination to bi paid for by a life in5ur;;-irru", on an individual,s
authorization to disclose the results of thai examination to the life insurance issuer. A treattir ptanmay condition enrollment or benefits cligibility on the individual giving authorization, ."qu"ri.d
before the individual's enrollment, to obtain protected health infoimation (other than
psychotherapy notes) to detennine the individual's eligibility or enrollment or for underwriting orrisk rating. A covered health care provi<ler may condition treatment trrui.o ;; ;;;";;'i;.;.,''
olinical trials) on the individual giving authorization to use or disclose the individuat'* p)oi".t"a
health infbrmation for the research. 45 C.F.R. 50g(bx4).
ou 45 cFR $ 164.532.

a7 "Psyclt<ltherapy notes" means notes recorded (in any mediurn) by a health care provider wl'o isa tnental health plofessional documenting or analyiing the contents of converiatio' during aprivate counseling session or a group' joint, or amilv clunseling session and that u." ,.pu.ur"afrom the rest of the of the individual's rnedical record- nsycnotnJrafy notes excludes medicationprescription and monitoring,. counseling session start and ,tof'tirner, the modalities an6fi'equencies of treatment furnished, resulis of clinical tests, and uiy ,umrllury of the followrngiterns: diagnosis, functional status, the treatment plan, syrnpiorns, prJgnosis, and progr.ess to date.45 C.F.R. $ 164.501.

u' 45 c.F.R. g l6a,5o8(a)(2).
4e45 C.F.R. $S 164.501 and 164.508(a)(3).

'u 45 C.F.R. g$ 164.502(b) and 164.514 (<t).
t' 45 c.F.R. $$ 164.520(a) and (b). A group health plan. or a health insurer or HMo with respcctto thc group health plan, that intends to disclose protected health inforrnation (inclucling
cnrollment data or sulnmary trealth information) to the plan ,ponror, must state that fact in thcnotice' Special statelnents are also required in the notice ir a oove.eo entity intends to contactindividuals about health-related benefits or services, treatment alternatives, or appointmentrcrninders, or for the covercd entity,s own fundraising.
tt 45 c.F.R. g 164.520(c).
t'45 c.F.R. g 164.520(d).
5o 45 c.F.R. g 164.520(c).
tt 45 c.F.R. S 164.s24.

5u 45 c.F.R. $ 164.501.

57 A coveT d entity may deny an individual access, provided that the individual is given a right tohave such denials reviewed by a licensed health care professional (who is designated by thecovered entity and rvho did not participate in the original decision io deny), when a licensed healthcare profbssional has determined, in the exercise offro ssio."i:"ag..",, that: (a) the accessrequested is reasonably 
]i.tety 1o 

endanger the lif'e oi physical r"r.iv?iirt" individual or anot6erperson; (b) tne protected health information makes refeience to another person (unless suoh otherperson is a health oare provider) and the access requested is reasonautf titety to cause substantialharm to such other persolu or (c) tlre request for access is made by the individual,s personalrepresenrative a'd the provision of access ro such personar ,6;#;;;;, i, ."uron'ubiv lircrv rocause substantial hann to the individual or another person.

A covered entity may deny access to individuals, without providing the individual an opportunityfor review. in the following protected situations: (a) the piotectJi.urtr, inro.,rratio' falls underan exception to the right of access; (b) an inmate request for protecteJ hlalth information undercettaiu circutnstances; (c) information that a provider creates or ob;;;-in the course of researchthat includes treatnent for which the individual has agreed not to have access as paft ofconsenting
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to participate in the research (as long as access to the infbnnation is restored upon completion ofthe research); (d) for records subject to the Privacy Act, information to wtrictr access 
'ray 

be
denied under the Privacy Act, 5 U.S.c. 0 552a; and (e) information obtained under a pr.omise ofconfidentiality from a source other than a health cate provider, ifgranting u.""r, *outa tit"tyrcveal the source. 45 C,F.R. i 164.524.
rr 45 C.F.R. t$ 164.526.
5e covere<I entities rray deny an individual's request for arnendment only under specifiedcrrcumstances' A covered 9lity mav deny the request if it: (a) may exclude the information fi.omaccess by the individual; (b) did not create rhe infonnation (uniess the individual provicles arcasonablc basis to believe the originator is no long", uuuiluliei; tc) deterrnines that theinformation is accurate and conplete; or (d) does nor holi the inio;;alio; in it, o.rignut.J.""oraset. 164.526(a)(2).
u" 45 c.F.R. $ 164,52g.

ur45 c.F.R. g fta.s22(a).
62 45 C'F'R' $ 164'522(a).ln addition, a restriction agreed to by a covered entity is not effectiveunder this subpart to prevent uses or disclosures pernittecl or required under gg 16a.502(a)(2)(ii),I64.510(a) or 164.5t2.
u'45 c.F.R. g 164,522(b).
uo45 c.F.R. $ 164.530(i).
6s45 c.F.R. g 164.530(a).
ou 45 c.F.R. gl60.t03.
u74s c.F.R. g l64.s3o(b).
6* 45 c.F.R. {i l6a.53o(e).
u'45 c.F.R. $ 164.530(0.
70 45 c.F.R. g 164.530(c).
7' 45 c.F.R. g 164.530(d).
72 45 c.F.R. { l6a.s2o(b)(1)(vi).
i3 45 c.F.R. g 164.530(9;.
to 45 c.F.R. $ 164.530(h).

'5 4s c.F.R. $ t64.s3o(i).

'o 45 c.F.R. $ 164.530(k).
77 45 c.F.R. g$ 164,103, 164.105.
i* 45 c.F.R. $ 164.103.
7'45 c'F'R' $164'105' common ownership exists if an entity possesses an ownership or equityinterest of five percent or lnore in another entity; comrnon control exists if an e'tity has the direct

&:i{:lTt,:iler 
significantlv to i'fluenc, o, iir..t th" ;.;i;;;;r-ioii.t., or anorher entity. 45

80 
The Privacy Rule at 45 c.F.R. g r60.103 identifies five types of organized health carearTangements:

o A clinically-integratcd setting where individuals typically receive health care frorn 
'rorethan one provider.

r An organized system of health care in which the participating covered entities holdthernselves out to the public as part of al0rnt arrangement a'd jointly engage in
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utilization review, quality assessment and improvement activities, or risk-sharing
payment activities.

o A group health plan and the health insurer or HMO that insures the plan's benefits, witlr
respect to protected health infonnation created or received by the iniurer or HMO ihat
relates to individuals who are or have been participants or beneficiaries oftne group
health plan.

r AII group health plans maintained by the same plan sponsor.
r All group health plans maintained by the same plan sponsor and all health insurers and

HMos that insure the plans' benefits, with respict to protected health inforrnation creatcd
or received by the insurers or HMOs that relates to intlividuals who arc or have been
participants or beneficiaries in the group health plans.

'r 4s c.F.R. g 16a.506(cX5).
tt 45 c.F.R. g 164.504(9;.
83 4s c.F.R. $ 164.504(0.
8u 45 c.F.R. g t6a.5o2(gs.
*t 45 c.F.R. $160.203.
tu45 c.F.R. $ I60.202.
t7 4s c.F.R.g l60.304
t8 pub. L. 104-t9t;42 u.S.c. $1320d-5.
*" pub. L. 104-l9l;42 u.s.c. sl320d-6.

"u45 c.F.R. $ 164.534.

'' 45 c.F.R. $ l60.l03.

'l Fully insured health plans sltould use the amount of total prerniums that they paid for healthinsurance benefits during the plan's last full fiscal year. si,rr-in**a plans, both funded andunfunded, should use the.total amount paid for health care 
9laims uy iii" 

"tnproyer, 
plan sponsor orbcnefit f'und, as applicable to their circumstances, on behalf of the'plan during the plan's last fullfiscal year' Those plans that provide health benefits through u *i* of purchased insurance andself-insurance should cotnbine proxy measures to determine lheir total annual receipts.
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